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|. Introduction

Operations on strings often make it necessary to decide if and where a certain substring is
contained in a sequence of characters. In more formal terms: Given atext T of length N over an

alphabet X* and apattern P of length M, is there an occurrence of P in T? This problem crops up

very frequently in text editing processes, during information retrieval, in recent times also in the
analysis of genetic sequences, and in data processing, where you mostly operate on binary
strings.

In the following I’'m going to present some of the best-known a gorithms and methods

that have been developed to solve the string matching problem;

the four main topics | will discuss include the Brute-Force-Algorithm,

string matching with finite automata, the Knuth-Morris-Pratt-Algorithm, which

is quite similar to the finite automaton matcher, and the Boyer-Moore-algorithm,

perhaps the most sophisticated one.

Il Algorithms and methods to solve the string matching problem

1.1 The Brute-Force-Algorithm

The most obvious approach to the string matching problem is the Brute-Force-Algorithm, which
isalso called the "naive" algorithm. It requires no pre-processing on pattern or text.

Theidea: pattern and text are compared character by character; in case of a mismatch,

the pattern is shifted one position to the right and the comparison is repeated,

until amatch isfound or the end of the text is reached.

The following code fragment is a Javaimplementation of the Brute-Force Algorithm

public static int BruteForcematch (String text, String pattern) {for (inti=0; i< n-m;
i++) {

intj=0;
while ( (j<m) && (T[i+j] == P[j]))
jr+; if (j==m)
return i;
}
return -1;

The algorithm works with two pointers; a"text pointer" i and a " pattern pointer" j.
For al (N-M) possibly valid shifts, pattern and text are compared;

while text and pattern characters are equal, the pattern pointer is incremented.

If amismatch occurs, i isincremented, j isreset to zero and the

comparing process is restarted. In case amatch isfound, the algorithm

returns the position of the valid shift; if not, it returns - 1.



The running time of the Brute-Force-algorithm is O (nem) in the worst case;

this would happen if it isused on e.g. asequence of n O'sfollowed by a1

to search for a pattern of m O'sand a 1 (assume m < n).

Inthis case, up to m characters would have to be compared for al n-m

examined shifts, which sums up to the mentioned worst case complexity of roughly O (nem).
Although this easy pattern matching algorithm is still widely used, and although
many of the more complicated algorithms are not much faster for pattern matching on
standard English text, the disadvantages of the Brute Force-algorithm are obvious:

It isarather inefficient method for binary text strings or other text strings on small
alphabets, uses many small shifts some of which appear to be negligible,

and the text pointer i has to be "backed up" each time a mismatch occurs,

which means that the input text has to be buffered.

1.2 String matching with finite automata

String matching with finite automata is a more efficient approach to the problem.
As already indicated by the name, this method uses a finite automaton

to scan for occurrences of the pattern in the text.

Although most of the participants of the Proseminar should have heard about
finite automatain the Technical Computer Science lecture, | will start

by repeating the definition.

A finite automaton isa5- tuple (S, SO, A, X, 0), where

- S isafinite set of states

- & isthe start state

- A 0 Sis adistinguished set of accepting states

- 2* isafiniteinput alphabet

-0 isafunctionfrom S xX* into S, called the transition function of he automaton

In order to use finite automata for the string matching problem, the machine has to be built
according to the pattern P; the resulting automaton will have (m+1) states of which the last oneis
the only accepting state.

Let's have a look at the construction of the finite state automaton for the pattern "aabab"

b




A short example with a small aphabet of only two characters; in the first step,

we construct the "spine" of the automaton with the transition steps as they will be executed in
case of amatch; then we add the directed edges for the mismatch cases.

To compute the transition function for the latter ones, we can make use of this

formula which determines the longest suffix of the "false start" which is also a prefix of the
pattern P:

0 (i,@ = max{k < i|P[Ll.k]issuffix of P[1.i]a} if maximum exists
0 (i, =0 if nosuffix can be found

To put it in anutshell: the pattern is checked for self-repetitive parts; in some mismatch cases,
the comparison cannot be restarted from state s, as the last characters of the present shift
position could also be a part of another occurrence of the pattern in the text. In our example,
this would be the case for al directed edges on the upper part of the illustration.

In al other cases, the machine isreset to the start state.

When we use this machine now to scan through the text, each character will only

be examined once, and this is where the complicated pre-processing pays off:

the search will be executed in arunning time of approximately O (n).

We won't analyse string matching algorithms which simulate the behaviour of finite automata
in greater detail, as we'll have amuch closer look at the Knuth-Morris-Pratt-algorithm,

which is quite Smilar.

1.3 The Knuth-Morris-Pratt-Algorithm

This algorithm was found by Knuth & Pratt and independently also by Morrisin 1976;

they al were inspired by Cook’s theorem that there could be a method to solve the string
matching problem with aruntime of O (n+m) in the worst case.

When analysing the Brute-Force-Algorithm, we judged it to be ineffective, because we had to
backup the text pointer after each mismatch; i.e., some text characters were examined twice or
more, athough, by the information about the pattern we had, we knew that several shifts could
have been skipped. Using finite automata hel ped us to eliminate some of these needless shifts,

but the pre-processing, especialy the computation of the transition function, can still be
improved.

The Knuth-Morris-Pratt-algorithm works much like the finite automaton matcher:

pattern and text characters are compared in aleft-to-right scan. If amismatch occurs,

the algorithm searches for the largest suffix of the "false start” that is also a prefix

of the pattern and thereby determines how far the pattern can be shifted to the right

without missing a possible match.

The data we need to find the next shifting position is stored in an auxiliary "next" —table
which is computed in a pre-processing step by comparing the pattern with itself;



the entries contain the information which character of the pattern should be compared to the text
character in the "mismatch”-position next. This "next"-table is superior to the helper function

we used for the finite automaton matcher; the old two-dimensional

table with m+1 can be replaced by a one-dimensional table with only m entries.

Hereis ashort description of the algorithm we use to compute the next-table:

We dlide a template of the pattern along P and search for the largest prefix of P which is a suffix
of P [1,.)].We compare the pattern with itself at each possible shift position; while the
characters match,

both the pointers are incremented; when a mismatch happens after more than one comparison,

we compute next[j] of j-1; if the mismatch occurs aready in the first position, next [j] is set to
zero, i isincremented, and we check the next shift of the pattern against itself.

The main algorithm shows nearly the same structure:

while (i< n) {
if (pattern.charAt(j) == text.charAt(i)) {
ifj==m-1)
returni—m + 1; /I match
j++;
}elseif (j > 0){
j=fail [j-1];
1 else{
i++;
}

return —1; } // no match

Aslong as we haven't reached the end of the text, pattern and text are compared.

While pattern and text characters match, i and j are incremented; when the match in full is found,
the algorithm returns the position of the valid shift. For the mismatch cases, there is a case
distinction:

If the mismatch occurs aready in the first position, the pattern is shifted one position to the right
and the comparison is restarted; if not, the algorithm calls the helper function to determine the
next possibly valid shift.

Should the end of the text be reached before we found a match, the algorithm will return - 1.

At the beginning of this chapter, | claimed that the Knuth-Morris-Pratt has a linear worst case
boundary; still, we just saw that there are two nested loops in the algorithm which could
theoretically speaking be executed up to n and up to m times, and this would make a worst case
complexity of O (nem). Now I'm going to give you an idea of why thisisnot so.



Below isagraphical illustration of theway | istypicaly modified during the execution of the
KMP-agorithm.

A match

X2

Whenever text and pattern character match, j is incremented; the points on the downward leading
lines signify the mismatch cases, when j is decremented according to the "next"-table.

The crucia thing you should recognise from this graph is; j can only be decremented

as many times as it was incremented before, there can be only as many points on

the falling lines as on the rising lines, which means the total number of points

is limited by 2n. For the algorithm, this signifies that we have a runtime of

O (2n) = O (n) in the worst case, not considering the auxiliary function.

Thereisasimilar graph for the pre-processing step, and so, we would have

an overall runtime of O (2n) + O (2m) = O (n+m) in the worst case.

This linear worst case boundary is one of the magjor advantages of the KMP algorithm;

another good reason to use this algorithm is that, like the finite automaton matcher,

it doesn't require buffering of the scanned text.

How important this can prove is best seen in the example of a datatransfer from the Internet;

not having to store the data before you scanned it for possible viruses, for example, is obviously
very useful.

Disadvantages of the KMP are that this method requires a high amount of

pre-processing, and that it is still not the most efficient solution for larger aphabets like you have

in standard (English) text. We're now going to encounter a faster algorithm for these kinds of text
string.



1.4 The Boyer-Moore-Algorithm

The Boyer-Moore agorithm was found by Boyer & Moorein 1974.

The first speciality about it is; the pattern is scanned from right to left when proceeding through
the text;which isaso caled the "looking glass heuristic".

BM works with two different pre-processing strategies to determine the smallest possible shift;
each time a mismatch occurs, the algorithm computes both and then chooses the largest possible
shift, thus making use of the most efficient strategy for each individual case.

Thefirst strategy is the "bad character” heuristic.

As the name says, this strategy concentrates on the "bad character” in the text which causes the
mismatch. If it is not contained in P at all, the pattern can be shifted past it; if it is somewherein
the pattern, you search for the rightmost appearance of the "bad character” in the pattern and
match it against the text.

Let'sfirst have alook at the auxiliary function for the "bad character” heuristic:

public static int[] buildLastFunction (String pattern) {

int[] last = new int[128]; I/ assume ASCII character set
for (inti=0;i<128;i++){

last[i] = -1; /[ initialise array

}

for(inti = 0; i < pattern.length; i++) {

last[pattern.charAt(i)] = i; /I implicit cast to integer ASCIII code

}
return last;

}
For each character of the alphabet (in this case the ASCIl set), we determine its rightmost

occurrence in the pattern and write our result into an array. Then , each time a mismatch occurs,
we can look up the value of "last" for our bad character and find out how far the pattern can be
shifted to the right.

Below, | listed up asimplified version of the algorithm in full which only uses the "bad character"
heuristic.

public static int BMmatch (String text, String pattern) {
int[] last = buildLastFunction(pattern);
int n = text.length();
int m = pattern.length();
inti=m-1;
if (i >n-1)
return — 1, /I no match if pattern is longer than text
int j=m-1;



do {
if (pattern.charAt(j) == text.charAt(i))

if (==0){
return i; /I match
}else { /1 left-to-right-scan
== =
}
}else { /I bad-character heuristic
i =i+ m— Math.min(j, 1+ last[text.charAt(i)]);
j=m-=1;
} while (i<= n-1);
return -1, } // no match

The first thing that is checked is: is the pattern longer than the text? In this case it would be clear
that there can't be a match. We set text and pattern pointer to the starting point, which is the
rightmost character in the pattern. Now we compare. When j equals m -1, we know we found the
match in full, and we return the position of the valid shift. If not, j and i are decremented and we
continue the comparison.

In case text and pattern character don't match, the auxiliary function iscalled ,

we determine the rightmost occurrence of the bad character in the pattern

and modify i and j accordingly; if we have examined al valid shifts and no match has been
found, we know the pattern doesn't appear in the text and return -1.

The second strategy is the "good suffix" heuristic. The name should already remind of the
Knuth-Morris-Pratt -algorithm, where we tried to find the largest suffix of the "false start"

that is also aprefix of the pattern.

Here again, the pattern is checked for self-repetitive parts. The few modifications in the pre-
processing are due to the fact that this Boyer-Moore-version of the Knuth-Morris-Pratt strategy
has to be adapted to the right-to-left-scans of the main Boyer-Moore-agorithm.

The combination of these two different strategies reduces the number of shifts and character
comparisons very effectively. The Boyer-Moore algorithm achieves an average-case-running
time of O (n/m) for pattern matching on standard text; only asmall fraction of the text characters
will actually be examined during the search. (Note that both pre-processing functions operate
only on P, not on T!). On the other hand, the worst-case-complexity of this

algorithmis O (nem), just as bad as the worst case boundary of the naive algorithm;

it isinadvisable to use the algorithm for small a phabets and highly self-repetitive patterns.



111 Other algorithms and improvements

Of course, the agorithms and methods we just mentioned are not the only

ones that deal with pattern matching; there are severa other agorithms and

anumber of varieties and improvements to the ones | discussed.

Notably the Boyer-Moore-algorithm has often been used as a starting point to find an

even better solution to the string matching problem; works of thiskind are

the Apostolico & Giancarlo variant, and Col€’s linear worst case bound for Boyer-Moore.
The "strong suffix rule" is an improvement which works both for the KM P algorithm and

the "good suffix" strategy of the Boyer-Moore-agorithm; it’s atechnique to

avoid that the same mismatch happens twice, and eliminates afew more shifts.

Horspool has shown that a simplified version of the Boyer-M oore-algorithm which uses only
the bad-character-heuristic will achieve about the same running time for the average case.
The Rabin-Karp-algorithm finally is atotally different approach to our string matching problem;
it works with hash tables.
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