
Multiclass Classification and Prioritisation of Static Analysis
Warnings Using Developer-Labelled Industrial Data∗

BENEDIKT FEIN, University of Passau, Germany
VIBHASH KUMAR SINGH, University of Passau, Germany and CQSE GmbH, Germany
GORDON FRASER, University of Passau, Germany

Static analysis tools can identify code quality issues like vulnerabilities or performance problems. However,
the high number of irrelevant warnings needs to be addressed by developing models that pre-filter and rank
warnings before showing them to the developer. Existing research heuristically constructs model training
data from unlabelled open-source data by assigning clearly separated binary warning labels like fixed and
irrelevant. However, such datasets cannot capture distinctions between relevant, but not yet fixed and not fixed,
because irrelevant warnings. Conversely, developers at CQSE enforce a development process for their Teamscale
product where all warnings in their codebase are meticulously labelled as accepted, tolerated, or false-positive.
This raises the question of how models trained on higher-quality data perform compared to those based on
incomplete open-source data. Since warnings receive labels distinguishing between actual false positives
and uncritical true positives, we adapt previously proposed models for a new multiclass classification task to
evaluate their warning classification and prioritisation ability in this new setting. Our experiments show that
the subtle difference between categories of unresolved warnings is more challenging for the models compared
to a binary prediction. Nevertheless, training the models for the multiclass task results in a statistically
significant improvement in warning prioritisation.

CCS Concepts: • Software and its engineering → Automated static analysis; Maintaining software; •
Computing methodologies→ Neural networks.

Additional Key Words and Phrases: static code analysis warning prioritisation, software quality

1 Introduction
Static code analysis tools are widely adopted as part of the software development process [42, 1, 7].
However, since static analysis warnings may be false positives or lack relevance [19], between 35 %
and 91% of all warnings are being ignored by developers [15, 14, 24]. Various machine learning
techniques have therefore been proposed to selectively filter out non-actionable warnings [38, 25,
16, 20] or to prioritise the relevant warnings [32, 29], thus making it easier for developers to find
the actually relevant information.

A false positive warning would be, for example, if a code analysis tool reports an unused variable
which is in fact used. There are no productive changes a developer could implement on the code
to address such a warning, whereas any true positive warning allows the developer to make
improvements to the code. A central challenge for creating predictive models that can distinguish
between such warnings lies in acquiring adequate training data that includes corresponding
labels for static analysis warnings. Since these datasets are difficult to acquire, existing research
heuristically constructs training data from unlabelled open-source data by assigning these binary
labels to clearly identifiable cases. For example, if developers resolve static analysis warnings that
are true positives they may include this information in corresponding commit messages. Labels for
false positives, on the other hand, are more difficult to derive. One approach explored in research is
to assume that everything that developers chose to ignore represents false positives [38], which is
likely a gross overapproximation [20]. An alternative approach lies in considering only cases where
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developers used annotations in the code that inform static analysis tools to ignore certain warnings
and treat these as false positives [16], which, however, leaves a large gray area of unresolved
warnings with no information or labels.

Both of these approaches consequently ignore an important distinction: Warnings may in fact
be true positives, but are tolerated by the developer since their impact is minimal or fixing them is
infeasible. For example, a report ‘Calling contains on lists can be inefficient’ is valid, but can be
ignored in cases where the developer knows that the list is always small enough to have negligible
performance impact. Since these cases are neither real false positives nor desirable true positives,
filtering or prioritisation approaches would need to take this into account in order to provide
more value to developers. Similarly, static analysis warnings may be important true positives that
developers intend to fix but have not yet come around to do. Unfortunately, existing approaches
for generating training datasets would either teach models explicitly to treat such warnings as
false positives, thus erroneously de-prioritising potentially important warnings, or they would
simply have no information leading to unclear prediction results. In either case the result would be
a suboptimal prediction, negatively affecting the effectiveness of either filtering or ranking.

Arguably, these challenges are a result of the heuristic approach to reverse-engineering labelled
training data, since there typically is no other source of information for open-source projects.
However, things may be different in industry, where professional software developers often have
to adhere to rigorous rules and guidelines that are imposed in order to ensure consistent software
quality. For example, the CQSE company enforces the strict rule in the development process of
their Teamscale static analysis tool that all static analysis warnings reported for the 173 different
warning types [18] have to be tagged as either accepted, tolerated, or false-positive. Thus, such an
industrial dataset provides complete and clean data that for open-source projects could never be
heuristically reverse engineered at the same level.
The data collected by the Teamscale team over the course of the development history of their

software product provides a unique opportunity to re-visit the problem of predictive filtering and
ranking of static analysis warnings. Various types of models to achieve these tasks have been
proposed over time: Classic machine-learning models using hand-crafted features extracted from
the warning and the surrounding code are still among the state-of-the-art approaches in this
field [38, 20]. However, since the classification of static analysis warnings might be very specific to
local code elements and the code context of the warning, more recently deep learning techniques
have also been proposed. In particular, state-of-the-art models using neural networks withword2vec-
embeddings [16] as well as Transformer models [23] have shown competitive performance. All
prior evaluations of these models, however, were based on datasets constructed using heuristic
approaches based on open-source software with its resulting narrow focus on binary classification
trained on clear cases. This raises the question of how these models perform given a more complete
dataset. Consequently, given the Teamscale dataset, the first research question we consider in this
paper is:

RQ1 How do state-of-the-art models trained on fully labelled data perform at binary warning
classification?

Given our exhaustive dataset, we are no longer restricted to casting the problem as a binary clas-
sification. Instead, we can treat it as a multi-class classification problem distinguishing between true
positives, actual false positives, and true positives that are tolerated by developers. Consequently,
the second research question addressed in this paper is:

RQ2 How do state-of-the-art models trained on fully labelled data perform at multi-class
warning classification?
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To save computing resources in practice, or to apply models to projects too small to be used for
dedicated training, it may be interesting to pre-train the models on a larger project and then apply
it to others. To enable this, the model must be capable to generalise sufficiently. We therefore need
to study whether training on one project and cross-predicting static analysis warnings on another
project performs sufficiently well. Our third research question therefore is:

RQ3 How well do models perform at cross-predicting static code analysis warnings on an
unseen project?

While the difference between warnings that have been fixed (accepted resolved) and ones that
are false-positives may have clear indicators, the difference between warnings where the developer
has declared intent to fix them in the future (accepted unresolved) and ones that so far remained
unresolved due to being tolerated, may be very nuanced. Prior datasets only included the former
two categories, while a central novelty of our dataset is that it includes the latter labels. This raises
the question of how the models perform specifically at classifying these unresolved warnings:

RQ4 What is the influence of unresolved warnings on the models’ performance?
Throughout our evaluation we focus on recall as the main metric to minimise the number of

actionable warnings being shown as unactionable. However, practically usable models should not
frequently present unactionable as actionable either, as this would no longer achieve the main goal
of reducing the number of irrelevant warnings a developer has to check. The fifth research question
therefore is:

RQ5 What are common misclassifications of tolerated and false-positive warnings?
Finally, the multi-class classification provides more fine-grained information, which can be used

to refine approaches not only to classify, but also to rank static analysis warnings. To assess whether
this provides an improvement, the final research question of this paper is:

RQ6 Do developer intentions in addressing warnings align with the prioritisation assigned
by the models?

In summary, the main contributions of this paper therefore are as follows:
• We introduce the idea of modelling static code analysis warning classification as a more
fine-granular multiclass classification problem.

• We evaluate different models using the Teamscale dataset. This provides multiple advantages:
(1) It allows for better comparison to prior work, in which different datasets were used
in different studies; (2) it uses substantially more static analysis warning types than prior
work [23, 25]; and (3) the warning labels represent the actual developer intent.

• We evaluate whether prior models can be improved using newer llm-based code models.
• We evaluate whether the warning prioritisation of the model lines up with developer intent
by comparing the ground-truth warning ranking to the ones proposed by the models.

Our experiments show that the developer-labelled multiclass classification is challenging for the
models and thus does not lead to a clear improvement over binary-labelled data in the classification
performance. Nevertheless, training the models for the multiclass task rather than the binary one
results in a statistically significant improvement in the prioritisation of the warnings.

2 Background
2.1 Automated Static Analysis Tools
Static analysis tools like CheckStyle, PMD, Sonarlint, or Spotbugs allow developers to identify
potential issues early during development by running them for every commit as part of a continuous
integration system [42] and integrating them into the code review process [36, 1, 30, 35]. Studies
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have confirmed that such tools identify real bugs [12, 34], leading to their adoption by large
companies [33, 34, 7] and open-source projects [3] alike.
In this paper, we focus on the warnings reported in the Teamscale [18] static analysis tool.

Teamscale not only generates warnings based on its own analysis, but also integrates other common
analysers (e.g. SonarLint, SpotBugs) and reports their warnings together with its own in a common
framework.1 Rather than only reporting warnings, it can track them over time. This allows to
distinguish between recently introduced and longstanding issues. This also allows tracking the
commits that introduced and resolved the warning for each individual one. Additionally, Teamscale
allows developers to manually label warnings into three categories: Accepted warnings represent
valid issues that need resolution. Resolved warnings are also automatically put into this category.
Tolerated warnings mark it as intentionally unsolved since fixing it might not be important in
this specific case, e.g. a warning ‘Calling “contains” on lists is inefficient’ might be generated by
Teamscale in case the data-flow analysis cannot determine the size, but might not have a relevant
impact in a specific instance since the developer knows the list can only be small. Finally, warnings
marked as false-positive indicate that the static code analysis incorrectly marked a snippet as
problematic.

2.2 Classification of Linter Warnings
Not all warnings produced by static code analysis tools need to be addressed. Since there are
potentially many warnings, a classification in actionable and irrelevant warnings should help
developers focus on the more important issues. Previous research proposes different machine
learning models for this classification task. Initial studies use a set of hand-crafted features extracted
from the source code snippet to perform this classification [38, 32]. These features cover different
aspects surrounding the warning like for example the file type or age of the file the warning
appeared in, the cyclomatic complexity of the surrounding code, or historic data such as the overall
proportion of previously resolved warnings of this type. The features are then used to train classical
machine learning models like for example Random Forest classifiers [38].
Since designing the features requires significant engineering effort, later evaluations applied

deep learning techniques originally used for natural language processing (e.g. long short-term
memory, word2vec [28]) that learn to embed the source code context into vector space. The source
code surrounding the warning location is split up into tokens which are used as ‘words’ of the
‘sentences’ used to train the embedding models. To represent the whole code snippet, the individual
token embeddings are aggregated into a single vector. Instead of crafted features, this vector is
then used as feature vector in the input of either classical machine learning classifiers (e.g. Support
Vector Machine, Random Forest), or deep-learning networks [25, 29, 16].

Finally, to abstract from the context-specific code embeddings, the use of pre-trained Transformer-
based language models has been proposed [23]. Since the Transformer model already has sufficient
understanding of source code in general, the model weights can be mostly frozen during the
fine-tuning for the specific task so that only few model weights that are part of the classifier layers
need to be trained.
Since all these approaches use own datasets based on different static code analysis tools and

different labelling heuristics, it is not possible to directly compare their model performance. There-
fore, there is no clear best approach and all models can be considered to be relevant state-of-the art.
However, all these approaches model the classification task as a binary problem: warnings are either
actionable (also called true-positives) or unactionable (false-positives). The developer annotations

1https://docs.teamscale.com/reference/supported-technologies/static-analysis/, accessed 2025-06-23

https://docs.teamscale.com/reference/supported-technologies/static-analysis/
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Fig. 1. Label distribution in the Hegedus and Ferenc dataset [17] differentiating between true positive (TP) and
false positive (FP) warnings, and in our Teamscale dataset also considering tolerated, accepted unresolved (AU),

and accepted resolved (AR) warnings.

for the Teamscale-generated warnings allow for a more fine-grained multiclass classification into
three categories that aligns more closely with how developers interact with the warnings.

2.3 Training Data for Static Analysis Warning Classification
A common labelling approach categorises warnings into the two groups actionable and unactionable.
For example, by following the approach of prior literature [15, 26, 13], Wang et al. [38] generated
a binary-labelled dataset of warnings generated by the FindBugs tool. This dataset has also been
used in later research [41, 20]. The dataset is created by running the code analysis tool on a range
of historic commits from twelve different open-source projects. By comparing the set of warnings
between two such states, the warnings can be labelled: actionable warnings were only present in
the older project state but have been fixed and no longer appear in the new state while unactionable
warnings appear in both the old and new states of the project.

This approach relies on an implicit assumption that the warnings were fixed intentionally by
some change between the two compared states. However, some warnings may also be resolved auto-
matically due to unrelated functional changes to the relevant code locations. Other warnings may
be actionable, but have not yet fixed in the timeframe between the two commits (3–6 months [38])
due to other development priorities and are therefore misclassified as unactionable [20]. To solve
these issues, another approach by Hegedus and Ferenc [16] collects explicitly fixed (true positive)
and explicitly ignored (false positive) warnings generated by the SonarQube/SonarLint tool by
mining open-source projects from GitHub. Explicitly ignored warnings are collected by searching
for special //NOSONAR code comments added by developers after a useless warning appeared. This
comment is recognised by the code analysis tool and instructs it to no longer generate a warning for
the location. True positive warnings are collected by mining and inspecting commit messages that
explicitly reference specific warnings (i.e. they contain the keyword squid: used by SonarQube
to mark warning IDs). Running the code analysis on the identified commit and on the previous
commit then shows whether a warning was indeed fixed by the commit.

While this approach ensures an accurate labelling of the considered warning instances, it misses
many cases where these heuristics do not apply. For example, any unresolved warning still reported
by the tool for the project remain unlabelled. To estimate the proportion of such unlabelled warnings,
we cloned 9 631 (of 11 248) still available repositories of the dataset by Hegedus and Ferenc [16,
17]. For each repository, we checked out the latest commit mentioned in the original dataset and
executed SonarLint on it, which succeeded for 8 567 projects. Since the newest referenced commit
is the one containing all fixed or ignored warnings considered in the original dataset for this
repository, all remaining warnings reported by the analysis tool are unlabelled. As Fig. 1 shows,
these warnings make up the majority (65.9 %) of all warnings. This clearly highlights that while
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this approach solves the issue of inaccurately labelled warning instances, it results in incomplete
label coverage.

3 Experimental Setup
The static analysis warnings can be classified either into binary classes (actionable or unactionable)
like in previous research, or by using Teamscale features into the three groups ‘actionable’, ‘tolerated’,
and ‘false-positive’. We therefore aim to investigate both the binary and the multiclass classification
case. We mainly evaluate the models for warning classification since an accurate classifier model
can also directly be used for prioritisation. The models classify the warning by assigning a value
between 0 and 1 for each of the classes denoting the likelihood of the warning belonging to this
class. This value therefore represents the confidence of the model in the prediction. The priority of
a warning is then established by ordering the warnings classified as actionable by their descending
confidence, i.e. the ones that appear first in the list should be fixed first according to the model’s
suggestion.

3.1 Dataset
Our dataset was obtained from 1 200 warning-containing commits made to the default branch of
the Teamscale codebase itself at CQSE between April 2022 and October 2024. Using Teamscale to
analyse each commit resulted in a total of 13 419 warnings in 173 unique warning types. Each
warning is stored in a database and contains a reference to the commit it was introduced in. The
warning remains visible until the relevant code location has changed enough for it to be fixed or
no longer be relevant. By checking the additions to and removals from the database after each
commit, we can track for each warning at each point in time if it has been resolved in this commit
or if it remains unresolved. All the 13 419 warnings for the Teamscale project were grouped by
developers into the three categories accepted, tolerated, and false-positive (cf. Section 2.1). This
labelling resulted 11 979 accepted (6 963 of them resolved, 5 016 unresolved), 1 194 tolerated, and
246 false-positive warnings (cf. Fig. 1) in our dataset. All unresolved warnings that are not explicitly
marked as tolerated are classified as potentially relevant and therefore categorised as accepted. To
allow for a binary classification of warnings like in prior work [20, 16], the accepted warnings can
be seen as actionable, while tolerated and false-positives are unactionable.
To allow for evaluation of the model across different software projects, we also consider the

Java coverage collection tool integrated into Teamscale—the Teamscale Jacoco Agent2—which is
developed as a separate project, but is labelled in a similarly meticulous way as Teamscale. In
the same timeframe as for the main project, the dataset for this project contains 101 relevant
commits containing a total of 504 warnings. Of those, 372 are marked as accepted (269 resolved,
103 unresolved), 124 as tolerated, and 8 as false-positive. Since this dataset is too small to train a
project-specific model on it, we use it purely for evaluation if our models generalise to unseen
projects.

3.2 Models
3.2.1 Feature-based Classification Model. We chose the classification models Decision Tree and
Random Forest from scikit-learn,3 XGBoost4 [6], and Balanced Random Forest 5 [5] for this experiment.
Since typical feature-based models use some features that are based on historical data, like for
example the proportion of warnings that have so far been marked as accepted per warning type [38],
2https://github.com/cqse/teamscale-jacoco-agent, accessed 2025-06-17
3https://scikit-learn.org/, accessed 2025-06-17
4https://github.com/dmlc/xgboost, accessed 2025-06-17
5https://imbalanced-learn.org/, accessed 2025-06-17

https://github.com/cqse/teamscale-jacoco-agent
https://scikit-learn.org/
https://github.com/dmlc/xgboost
https://imbalanced-learn.org/
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Fig. 2. Model architecture: The tokenised source code is passed into either word2vec or a Transformer to

obtain the token embeddings v𝑖,𝑙 . They are averaged into line embeddings lv𝑖 . A concatenated vector together

with a one-hot encoding of the Teamscale warning type is fed into the neural network classifier.

a potential data leakage could occur for features that make use of historical data when randomly
sampling datapoints for training and evaluation [20]. For example, in case there is a warning in the
test data, but the training data contains newer commits for the same file that introduced additional
warnings, the warning density for this file misrepresents the knowledge the model could have about
unseen data. As mitigation, we sort the commits by ascending timestamp and use the first 70 % (23
months worth of data) of them as our training dataset, the next 15 % (6 months) as validation data
during model development, and the remaining 15 % (5 months) as evaluation data.

Data Preprocessing. As shown in Section 3.1, our dataset exhibits a significant class imbalance
regarding accepted and false-positive warnings. To prevent bias towards the majority class, we
applied a combination of various techniques. By selecting a random subset of accepted warnings,
i.e., applying random undersampling, we reduce the overall proportion of the dataset in this category.
We apply the SMOTE [4] minority over-sampling technique to generate additional synthetic samples
for the underrepresented classes by randomly sampling from the minority class, identifying the
k-nearest-neighbours, and then interpolating between them. Applying SMOTE together with
undersampling has been shown to improve classifier performance [31]. Finally, we apply TOMEK [2]
to identify and remove borderline instances that are close to each other but reside in different
classes. Such samples are likely to cause confusion for the classifier. Again, the combination of
SMOTE with TOMEK has been shown to be beneficial [43].
The Balanced Random Forest can handle the imbalanced data internally without additional

processing. For the other models in the binary classification case, we applied SMOTE and random
undersampling to adjust the data to a 2:4 ratio. In case of the multiclass classification, we targeted a
4:8:8 ratio with the smallest proportion representing the false-positive warnings. The combination
of SMOTE and TOMEK performed best for Decision Tree and Random Forest, while for XGBoost
using SMOTE and random undersampling was the best choice.

Input Features. Initially, we collected 40 features inspired by the study of Wang et al. [38]
plus additional ones based on the metrics provided by Teamscale (e.g. test coverage for the file).
Using recursive feature elimination [11] to iteratively remove the least important features for
the classification, we only used 14 of them in the final models for binary and 12 for multiclass
classification (cf. Table 1).

3.2.2 word2vec-based Classification Model. Figure 2 shows our model architecture, which follows
the architecture proposed in prior research [16] with minor changes to the word2vec [28] hyper-
parameters found by random search hyperparameter-tuning to adapt to the different dataset. The
tokenisation step splits the source code into a list of tokens. To limit the vocabulary size for the
word2vec model, we replace all identifiers (e.g. variable names) with the generic IDENTIFIER token.
To train the word2vec model, the individual lines of the source code are used as ‘sentences’. word2vec
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Table 1. Features used for the feature-based binary and multiclass classifier models. Features marked with

(W) were proposed in the golden feature set by Wang et al. [38].

Model
Feature Category Description b m

number of added files commit New files added in the commit that intro-
duced the warning.

✓

number of added warn-
ings

commit Number of new warnings introduced in
the commit.

✓

number of modified files commit Number of changed files in the commit. ✓ ✓
comment code ratio (W) file Number of commented lines divided by

total source lines in the file.
✓ ✓

file size file File size assessment by Teamscale: Green,
Yellow, Red.

✓

number of attributes file Number of attributes of the class declared
in the file.

✓

number of com-
ments (W)

file Total number of comments in the file. ✓

number of methods (W) file Number of methods in the file. ✓
SLOC file Source lines of code. ✓
test coverage file Proportion of lines covered by tests. ✓ ✓
warning density (W) file Number of warnings per 1 000 lines of

code.
✓ ✓

defect likelihood (W) historic Proportion of unactionable warnings of
the same warning type.

✓ ✓

defect likelihood vari-
ance (W)

historic Variance of the defect likelihood of the
warning type within the warning group.

✓ ✓

false positive likelihood historic Proportion of false-positive warnings of
the same warning type.

✓

number of edits historic Number of commits modifying the file in
which the warning occurred.

✓

toleration likelihood historic Proportion of tolerated warnings of the
same warning type.

✓

warning context warn-
ing type (W)

historic Normalised difference of actionable and
unactionable warnings for the warning
type.

✓ ✓

warning group warning Warning group of the warning type. ✓
warning type (W) warning The concrete warning type out of the 173

types.
✓

in skip-gram configuration with a window size of 3 and embedding size 128 yielded the best results
for binary classification, while a window size of 1 with the same embedding size performed best in
the multiclass classification.
To generate the inputs for the classifier, we limit the code context to three lines above and

below the warning location. Then, the word2vec model generates the individual token embeddings.
We average these embeddings per line to obtain a list of line embeddings. To include warning
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information, we also generate a one-hot-encoded vector of the warning type (173 classes). The
input to the neural network classifier is a concatenation of the seven line embeddings and this
warning type encoding. The neural network (nn) classifier has ReLU-activated hidden linear layers
of variable sizes with dropout layers (𝑝 = 0.2) in between. For binary classification, we add a final
linear sigmoid-activated layer and use binary cross-entropy loss during training. The multiclass
classifier uses the softmax-activation and categorical cross-entropy loss instead. Both variants
are trained using the Adam optimizer with a learning rate of 1 × 10−4 [16]. To account for the
imbalanced dataset and avoid bias towards the majority class, we compute class weights and apply
them during the training process. The layer sizes of the nn were determined by grid search for
layer counts between one and four, and individual layer sizes in [100, 200, 400, . . . , 6400].
Since this model does not use historical features, random sampling to split into training and

evaluation data is now possible. However, like for the feature-based model, we use the newest 15 %
commits as evaluation data ensure comparability of results. The remaining 85 % of the data are
used during training in a stratified 5-fold cross-validation. As best overall model configuration we
selected the one that had the highest mean recall across the five folds.

By stacking the token or line embedding vectors to arrange them into a matrix, a convolutional
neural network could be used instead of the nn-classifier [25]. Since this approach resulted in
considerably worse metrics (−8 %-point average recall) even after hyperparameter-tuning in our
preliminary experiments, we do not consider it further in the following.

3.2.3 Transformer-based Classification Model. In the model architecture (see Fig. 2), the word2vec
model maps the source code tokens into embeddings. A Transformer model receives the same
type of inputs and outputs and can therefore act as a direct replacement within our architecture.
Replacing all identifiers with a fixed token in the tokenisation step is no longer necessary, since the
Transformer can handle larger vocabularies. Therefore, we can omit specific preprocessing and
treat the full source code extract like regular text when passing it to the model-specific tokeniser.
Due to their size, the Transformer models require a large corpus of training data to model the

programming language syntax. Since our model architecture only uses the Transformer to generate
the token embeddings without training it further, it does not require specific knowledge about the
warning context. We therefore employ models that have been trained on large corpora of source
code. The models used for our experiments are CodeBERT [8], GraphCodeBERT [10], UniXcoder [9],
CodeT5 [40], and CodeT5+ [39].6 The BERT models represent encoder-only Transformers while
the other three use an encoder-decoder architecture. With approximately 125 × 106 parameters for
(Graph)CodeBERT and UniXcoder , and 223 × 106 parameters for the T5 variants, these models are
comparatively small compared to other state-of-the-art code models (e.g. StarCoder 2 [27] with
3–15 × 109 or Devstral7 with 24 × 109 parameters). Since our code snippets are relatively short and
only consist of a single programming language, we do not require the larger model’s ability to
generalise in such scenarios, but instead benefit from the reduced computational effort.
All Transformer-generated token embeddings have a fixed vector length of 768. To adapt the

remainder of our model architecture (see Fig. 2) to the new embedding generation model, the
size of v𝑖,𝑙 , lv𝑖 is changed accordingly. During hyperparameter-tuning, we changed the layer sizes
of the classifier with the same range for layer count and sizes as for the word2vec-based model
and allowed 𝑛 ∈ {2, . . . , 7} lines of code context surrounding the issue. Otherwise, approach and
training parameters (cf. Section 3.2.2) remain unchanged.

6Model implementations available on HuggingFace as microsoft/codebert-base, microsoft/graphcodebert-base,
microsoft/unixcoder-base, Salesforce/codet5-base, and Salesforce/codet5p-220m.
7https://mistral.ai/news/devstral, accessed 2025-06-17

https://huggingface.co/
https://huggingface.co/microsoft/codebert-base
https://huggingface.co/microsoft/graphcodebert-base
https://huggingface.co/microsoft/unixcoder-base
https://huggingface.co/Salesforce/codet5-base
https://huggingface.co/Salesforce/codet5p-220m
https://mistral.ai/news/devstral
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Table 2. Best model configurations on the binary classification dataset by Hegedus and Ferenc [16]. All

models use 𝑛 = 2 lines of code context surrounding the issue location.

Embedding Model nn Configuration Acc. F1 Prec. Recall

word2vec (original) 800, 800, 800 0.902 0.803 0.831 0.778
word2vec 400, 400, 400 0.972 0.958 0.947 0.971
CodeBERT 2400, 1200, 800 0.998 0.997 0.997 0.998
GraphCodeBERT 200, 100 0.998 0.997 0.996 0.998
UniXcoder 800, 800, 800 0.989 0.984 0.981 0.987
CodeT5 400, 400, 400 0.998 0.997 0.996 0.998
CodeT5+ 2400, 2400, 2400 0.999 0.998 0.998 0.999

3.3 Open-Source Baseline
Ideally, we would like to compare the performance of our models on open-source data, in particular
since our dataset is smaller than datasets used in prior work. We considered the publicly available
replication package by Hegedus and Ferenc containing 224 484 binary labelled samples [16, 17].
Following the original experiment, we randomly selected 10 % of the dataset using stratified
sampling based on the warning type for evaluation and used five-fold cross-validation on the
remaining data during training.
As Table 2 shows, the Transformer-based model achieved a dubious recall of 0.998 which is far

above the originally reported one of 0.778. This performance is unlikely unless a data leak contam-
inated the training data. We also applied our reimplementation of the word2vec+nn approach (see
Section 4.2) to this dataset. It also exhibits a vastly superior performance (recall 0.971) compared
to the original. However, it is no longer a near-perfect prediction, thus making a direct data leak
unlikely. Instead, we assume our reimplementation is either missing an important data processing
step that was not described in the original paper, or differs somewhere in the actual implementation.
To train this model, we transformed the data from the original format into the one we used for our
dataset and then applied the same model training and evaluation script as used for our experiments.
Therefore, an implementation error in our scripts is unlikely, since we would have experienced
a similarly high performance in the evaluation on our own dataset. Regardless, this makes our
results incomparable to the original ones.

In an attempt to further eliminate a data leak as possible explanation for the results, we evaluated
this exceptionally performing Transformer model on the 850 manually labelled datapoints in the
replication package of [20, 21]. However, the model does not produce useful predictions with an
F1-score of only 0.47 and an accuracy of 0.77 that matches the proportion of actionable warnings
in this dataset (660/850), i.e. a ‘dumb’ baseline model that ignores the input and always predicts
actionable would perform equally well. It is possible that the model primarily learned to predict the
class based on the one-hot-encoded warning type. In this case such a result would be expected,
since this vector is always zero due to the different warning types when applied to this test dataset.
To analyse if this issue of the transition between domains can be overcome, future research could
evaluate whether the combination of the code embedding vector combined with hand-crafted
features still exhibits the same behaviour.

In summary, based on the evaluation on those replication packages, we cannot determine whether
the Transformer model would perform better on a larger dataset. Most likely this is neither due to
a faulty implementation of our models, nor due to our models failing to generalise to new data, but
is caused by some non-replicable data processing steps for the larger binary-labelled dataset.
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3.4 Experiment Procedure
RQ1 and RQ2: Binary and Multiclass Classification. As main evaluation metric for RQ1 and RQ2

we use the average, non-class-weighted recall (i.e. the macro recall). Compared to the weighted
variant, this gives a bigger weight to the underrepresented classes to ensure the models perform
similarly well for all classes rather than only for the majority class. Like prior work [23], we focus
on recall as main evaluation metric to minimise the number of false-negative predictions, i.e. we
want to avoid classifying actionable warnings as unactionable. Additionally, we report the model
performance according to the accuracy, F1, and precision metrics commonly used for machine
learning experiments.

RQ3: Cross-Project Prediction. To answer in RQ3 how well the models generalise to unseen
projects, we use the best-performing variants of models determined in RQ1 and RQ2 for the binary
and multiclass tasks trained on the Teamscale dataset. We evaluate the performance of these models
on the smaller Teamscale Jacoco Agent dataset without further fine-tuning.

RQ4: Influence of Unresolved Warnings. RQs 1–3 evaluated the model performance according to
overall metrics like recall. However, these overall metrics do not indicate the model performance in
distinguishing the nuanced differences between accepted unresolved, accepted resolved, and tolerated
warnings. In RQ4 we therefore again use the best-performing model variants of RQ2 and investigate
the kinds of misclassifications these models make for accepted unresolved and accepted resolved
warnings. Since this distinction is only possible in the multiclass case, we do not consider the binary
classification for this research question.

RQ5: Misclassifications of Tolerated and False-Positive Warnings. Similarly, in RQ5 we investigate
the misclassifications of tolerated and false-positive warnings to investigate how often models
misclassify unactionable warnings as actionable. We consider both the multiclass case by using
the labels as-is and the binary case by considering tolerated and false-positive warnings to be
unactionable and the other labels as actionable.

RQ6: Prioritisation Alignment with Developer Intentions. To answer RQ6 we need to produce
a ranking based on the predictions. The models classify the warning by assigning a probability
for each of the classes denoting the likelihood of the warning belonging to this class. This value
therefore represents the confidence of the model in the prediction. The priority is then established
by ordering the warnings classified as actionable by their descending confidence, i.e. the ones that
appear first in the list should be fixed first according to the model’s suggestion.
In general, we assume that accepted warnings that have been resolved already are the most

important ones with accepted but unresolved warnings following next. Then tolerated warnings
could be relevant next, and the clearly irrelevant false-positive warnings should be ranked last.
We rank all 2 013 warnings from the test set of the Teamscale dataset. For the Jacoco Agent, all
504 data points are used for evaluation. We grouped these ground-truth data points accordingly.
Since this does not provide a ranking within the group, we introduce as second ordering criterion
the warning time-to-live (ttl, i.e. the time between it being introduced and being fixed) to rank
warnings that have been fixed quickly higher, and use the randomly generated warning identifier (a
uuid) as tiebreaker.
To deduce the ranking from the binary model prediction, we rank actionable warnings before

unactionable ones. The multiclass model does not discern between resolved and unresolved labels,
but the accepted, tolerated, false-positive order can be applied. For both variants, the ranking within
groups is given by the confidence.
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To evaluate whether the rankings proposed by the models match the ground-truth ones, we
calculate the Kendall rank correlation coefficient [22] between the two lists. For a perfect model,
the coefficient 𝜏 would be 1. To compare between the rankings of the binary and multiclass variants
of the respective models, we also apply the Kendall test to these two generated rankings.

3.5 Threats to Validity
Threats to internal validity. A threat to internal validity arises from the significant data imbalance

within the training dataset, leading to poorer model performance in those areas. While we apply
multiple techniques to mitigate this imbalance, some of it remains in the final dataset. Furthermore,
the different members of the Teamscale development team may have subjectively labelled similar
warnings as tolerated or false-positive depending on their experience and individual judgement.
Such inconsistencies can affect the model’s ability to generalise. Since warnings are shown to
developer and reviewers for each change request, differences in judgement can be discussed there
to agree on a label and therefore achieve a more consistent labelling. A further possible source
of inconsistencies emerges due to the active Teamscale development. Especially the structure of
false-positive warnings may change over time due to improvements in Teamscale that fix commonly
appearing false-positive-patterns.

For RQ6 some additional threats to validity arise. The construction of the ground-truth ranking
poses a threat. The original labels only allow for the grouping into four categories. They are
developer labelled and therefore directly represent the developer intent. However, we cannot
gather such information within the groups. We therefore use the warning time-to-live (i.e. the time
between the commit that introduced it and the one where it was resolved) as an approximation
of the intent under the assumption that warnings which were quickly fixed are more likely to
be important than ones that have remained unresolved for longer. Not only important, but also
easily fixable warnings might be resolved quickly. Our ground-truth construction of ranking them
higher also makes sense in this case, since recommending fixes for these warnings represents code
improvements that can be implemented with little effort.

Threats to external validity. The external validity is primarily threatened by the specific charac-
teristics of the dataset. The findings for this industrial project may not generalise to other datasets.
With Teamscale, we also use a different static code analysis tool compared to prior research. To
allow for a comparison, we also evaluate a reduction of the classification problem to a binary one
like for the detection of false-positive (i.e. unactionable) warnings.

Threats to construct validity. A threat to construct validity arises from the assumption that
unresolved warnings are placed in the accepted category, i.e. they are actionable but have not yet
been worked on by developers. Some of them might be tolerated upon further inspection. However,
the project guidelines recommend to proactively mark tolerated and false-positive warnings as such.
From our experience, this suggestion is followed by the developers, thus reducing the number of
the unresolved warnings that fall into either of those two categories. A further threat to construct
validity arises from the choice of models. As mitigation, we adapted existing architectures that
have successfully been applied to the binary classification task in prior research and evaluate a
wide range of different model designs.

4 Results
4.1 RQ1: Binary Classification
In this research question we compare the performance of the feature-based, the word2vec-based,
and the Transformer-based classification models on the binary classification task as baseline. To
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Table 3. Best model configurations for the binary classification task. 𝑛 denotes the number of code context

lines used as model input. The classifier neural network (nn) is defined by the size of its layers.

Model 𝑛 nn Configuration Acc. F1 Prec. Recall

Decision Tree 0.368 0.343 0.547 0.611
XGBoost 0.757 0.556 0.556 0.616
Random Forest 0.653 0.503 0.539 0.603
Balanced Random Forest 0.375 0.350 0.555 0.631

word2vec 2 2400, 2400, 2400 0.725 0.547 0.557 0.632

CodeBERT 4 800, 800, 800 0.637 0.498 0.541 0.613
GraphCodeBERT 3 6400, 3200, 1600, 800 0.61 0.488 0.544 0.623
UniXcoder 2 6400, 3200, 1600 0.641 0.502 0.544 0.620
CodeT5 3 800, 400, 200 0.490 0.420 0.536 0.602
CodeT5+ 2 200, 200 0.736 0.564 0.569 0.661

establish this baseline for binary classification on our dataset, we first reduce the dataset labels to
actionable (accepted warnings) and unactionable (tolerated and false-positive warnings).

4.1.1 Feature-based Models. Our first approach uses a classification model similar to prior work [38,
20] using hand-crafted features extracted from the warning and the surrounding code, and serves
as a baseline the neural-network-based models can be compared against. As Table 3 shows, none
of the feature-based models clearly outperforms the other ones. While XGBoost is clearly better
considering accuracy (0.757) and F1-score (0.556), its recall falls behind the best model. The high
accuracy can be attributed to its tendency to classify most warnings into the majority class. The
Balanced Random Forest on the other hand has a precision matching XGBoost, but can achieve the
best recall (0.631).
After feature reduction, the most relevant features are the warning type, the defect likeli-

hood (i.e. the proportion of warnings of this type that are actionable in the historic data), and the
total number of newwarnings for the commit. As shown in Table 1, the other relevant features cover
a wide range, ranging from commit-related features (e.g. number of added/modified files), over ones
relating to the file the warning was generated for (e.g. comment to code ratio, number of methods),
to ones specific to the warning instance (warning type and group). The file test coverage being a
relevant feature might indicate that thoroughly tested code is less likely to contain warnings.

While Kang et al. performed their experiments on a different dataset containing warnings gener-
ated by a different static code analysis tool [20], we achieve similar metrics with our model (F1: 0.38
vs. 0.350, recall: 0.57 vs. 0.631), thus highlighting that this kind of model is adaptable to different
scenarios by choosing a suitable feature set. For our model, seven of the 14 used features—including
the two most important features for our model—stem from the ‘golden feature set’ used for prior
evaluations [38, 20]. Our evaluation therefore confirms that historic data like the defect likelihood
are important features [38], even though a careful implementation is required to avoid a potential
data leak [20].

4.1.2 word2vec-based Models. The feature-based model captures broad information about the code.
However, the generated warnings might be very specific to local code elements, e.g. modifying a list
while iterating over it. We therefore evaluate word2vec embedding models that capture information
about individual tokens in the code instead, which in the field of ranking static analysis warnings is
still considered a state-of-the-art approach. Table 3 shows that the word2vec model recall (0.632) is
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on-par with the feature-based model (0.631). The higher accuracy (0.725) compared to the feature-
based model (0.375) combined with the similar recall indicates that the word2vec model tends to
classify more frequently towards the majority class.

In practice, often small details in the code structure can decide between a warning being valid or
not (e.g. the use of < over <= can decide if there is an off-by-one error). The tendency of word2vec
to classify towards actionable/accepted may indicate that it cannot always capture such details.
Therefore, even though the recall is similar to the feature-based model, this approach may present
more potentially actionable warnings to the developer.
Our hyperparameter-tuning resulted in a nn that is considerably larger (layer sizes 2 400) than

a comparable model established in prior research (layer sizes 800) [16]. Considering the smaller
dataset compared to the previous research, we would have expected a small model to perform best.
Otherwise, there might not be enough information contained in the training data to sufficiently train
all model parameters. We observed however, that the large binary model could still be consistently
trained to a similar performance level in all five training folds (recall standard deviation 0.017 8),
thus indicating that no underfitting due to too few training samples occurs.

4.1.3 Transformer-based Models. Since the proposal of word2vec [28], more powerful language
models based on the Transformer architecture [37] have emerged. We therefore want to evaluate if
such models can improve the warning classification model. Table 3 shows the best configuration
for the Transformer embeddings. The CodeT5+ model emerges as the best one with a recall of 0.661,
thus outperforming all others on all considered metrics.
As Table 3 shows, a wide range of nn configurations can achieve similar results depending

on the Transformer embedding model. However, for all models, except for CodeBERT , a small
code context size of two or three lines yields the best results. Additionally, the best performing
model configurations use very small nn layers in sizes 200 or lower. When not looking at the
best configuration per model type but the five best overall model configurations found during
hyperparameter-tuning according to the mean recall over the five training folds, four of them are
variants of a CodeT5 embedding combined with layer sizes of 800 or less. Only the GraphCodeBERT
variant uses larger layers (cf. Table 3).

This might indicate that the 9 122 warnings used during training do not provide enough inform-
ation to fully train a larger nn-classifier with many parameters, which however would be required
to achieve good recall across all training folds without depending on a good random parameter
initialisation. This is supported by the differences in recall scores between folds: The CodeT5+-based
model has the lowest standard deviation of 𝜎 = 0.029, whereas it ranges between 0.043 and 0.069
for the other models. Decreasing the layer size reduces the number of trainable parameters the
available information has to be distributed across. However, due to the fixed embedding size of 768,
the input size to the classifier has a minimum size of 4 013 (768 · 5 lines of code context plus 173 for
the one-hot-encoded warning type). Therefore, the nn-classifier always requires a trainable matrix
of size 4 013 × 𝑘 when having a first layer with output size 𝑘 . This means that for the best models
in Table 3 already 4 013 · 200 = 802 600 parameters are required just to ‘compress’ the information
from the embeddings into the size required for the following layers.

4.1.4 Model Comparison. Overall, the best model according to the recall metric is the nn-classifier
using the CodeT5+ embeddings. The recall score of 0.661 is only slightly higher than the scores
of 0.632 and 0.631 achieved by the word2vec+nn-classifier and Balanced Random Forest models,
respectively. Also considering the other metrics, the Transformer-based model performs only
slightly better than the word2vec-based one. However, there is a clear improvement over the feature-
based model for both. Therefore, the embedding-based models should be preferred overall over the
feature-based ones even though the difference in recall is small.
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Table 4. Best model configurations for the multiclass classification task. 𝑛 denotes the number of code context

lines used as model input. The classifier neural network (nn) is defined by the size of its layers.

Model 𝑛 nn Configuration Acc. F1 Prec. Recall

Decision Tree 0.854 0.428 0.411 0.469
XGBoost 0.559 0.372 0.403 0.558
Random Forest 0.847 0.487 0.464 0.531
Balanced Random Forest 0.454 0.339 0.407 0.643

word2vec 2 200, 100 0.681 0.409 0.401 0.626

CodeBERT 4 800, 800, 800 0.475 0.304 0.374 0.499
GraphCodeBERT 2 2400, 2400, 2400 0.755 0.405 0.393 0.482
UniXcoder 2 200, 200, 200 0.783 0.438 0.435 0.463
CodeT5 2 6400, 3200, 1600 0.497 0.315 0.373 0.563
CodeT5+ 2 200, 100 0.698 0.422 0.411 0.573

Our results indicate that while the crafted features can capture relevant information, the code
context of the warning location is important for the classification. At the same time, the assumed
additional expressiveness of the embedding of the pre-trained Transformers does not have a big
impact. The embedding size of the Transformers is 768, while for word2vec the vector has size
128. Due to the comparatively small dataset, it is possible that the required larger nn-classifier
for the Transformer-based model cannot be trained as well as the smaller word2vec-based one.
Therefore, not all the potentially more nuanced features of the large vector can be extracted fully
in the nn. Instead, the classifier might focus only on more important features also contained in
the smaller word2vec-embedding. An alternative explanation for the similar performance of the
embedding-based models might arise from the construction of the embeddings: Since the word2vec-
model has been trained specifically on the project, it might capture project-specific patterns as part
of the embedding, while the Transformer has no such information but can still achieve a similar
performance by instead recalling more general code patterns learned in the pre-training steps.
Summary RQ1: All models classify warnings with similar performance considering recall. How-
ever, code-embedding-based models achieve a more balanced prediction performance compared to
the feature-based models when taking other metrics into account. This highlights the importance
of the code context for the classification.

4.2 RQ2: Multiclass Classification
Using the binary classification in RQ1 as baseline, we now evaluate the models on the multiclass
classification task. Establishing such a baseline is especially important for the multiclass classi-
fication since no prior work explored this task. Therefore, we apply a multiclass classifier on the
original labels accepted, tolerated, and false-positive of our dataset.

4.2.1 Feature-based Models. In Section 4.1.1 we established a feature-based model on the binary
classification task as a baseline. As Table 4 shows, also in the multiclass classification task, none of
the models clearly outperform the other ones. The Random Forest outperforms the other models on
F1 and precision, while the Decision Tree model achieves the best accuracy. The Balanced Random
Forest can achieve a better result only for the recall metric (0.643) with a clear margin over the
next-best model (XGBoost, 0.558). This suggests that the Balanced Random Forest is more effective
in identifying relevant instances across all classes. In contrast, the considerably lower recall for all
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other models indicates a more conservative approach that results in missed relevant instances. As
in the binary case, the models that achieve a high accuracy do not perform best overall since they
may be overeager to classify instances into the majority class (accepted).

The Balanced Random Forest is the only model that can improve in the recall metric for this task
compared to the binary classification. For all other models, even for the similar Random Forest
model, a clear drop in performance can be observed (cf. Table 3). This might indicate that, compared
to the other methods outlined in the experiment setup, the internal data balancing employed by
the Balanced Random Forest model is more effective at handling the data imbalance.

The top three features for this task denote the historic likelihood of the warning type belonging
to one of the three classes. Unlike the binary classification, where all kinds of other features
were relevant, this model mostly focusses on historic features (cf. Table 1) and ones based on the
file (e.g. source lines of code, test coverage, file size). The only commit-related feature is the number
of modified files. No features are specific to the warning instance. This indicates that the historic
data is important to detect the difference between the minority classes tolerated and false-positive
warnings. This matches the experience that, for example, bugs in the static code analysis tool tend
to affect only specific warning types and thus increase the likelihood of false-positives for this type
in the historic data.

4.2.2 word2vec-based Models. As Tables 3 and 4 show, the word2vec+nn approach performs
similarly on both the binary and the multiclass classification with recalls of 0.632 and 0.626,
respectively. However, the multiclass classification model is outperformed by the Balanced Random
Forest model (0.643). Similarly to the binary classification, we observe higher accuracy (0.681)
compared to the feature-based model (0.454) with similar recall; consequently the multiclass
word2vec model also tends to classify more frequently towards the majority class.
The hyperparameter-tuning resulted in a very different configuration for the multiclass classi-

fication tasks compared to the binary classification task, even though both neural networks use
the same input size of 5 · 128 + 173 = 813 (five lines of code context embeddings and the one-hot-
encoded warning type). While for the binary case the nn was considerably larger than a comparable
model established in previous research (layer sizes 800) [16], for the multiclass classification a very
small nn with only two layers of size 200 and 100 performs best. This aligns with our expectations
considering the smaller dataset compared to the previous research.

4.2.3 Transformer-based Models. Table 4 also shows the best configuration for each of the Trans-
former embeddings. For the multiclass classification the choice of the best model is not as clear
as it was for the binary classification task. UniXcoder performs better considering accuracy, F1,
and precision, while CodeT5+ performs worse according to those metrics but achieves the best
recall score (0.573). However, as outlined in Section 3.4, we consider this to be the most important
metric to reduce the number of false-negative predictions. Due to the big difference in recall score
between CodeT5+ and UniXcoder (0.11), we therefore also choose CodeT5+ as the best model for the
multiclass use-case. Only the other CodeT5 variant achieves a similar recall score, but performs
considerably worse on the other metrics. Finally, the best performing model configurations for
the multiclass classification continues to use very small nn layers in sizes 200 or lower like in the
binary case.

4.2.4 Model Comparison. Like in the binary case, the Balanced Random Forest is still the best of
the feature-based models and the best Transformer-based model uses the CodeT5+ embeddings.
However, the Transformer-based model no longer performs best in the multiclass case, but instead
the feature-based model achieves the highest recall, followed by the word2vec model, and the
Transformer-based model coming last.
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Table 5. Comparison of the best models.

Dataset Model Binary Classification Multiclass Classification
Acc. F1 Prec. Recall Acc. F1 Prec. Recall

Teamscale brf 0.375 0.350 0.555 0.631 0.454 0.339 0.407 0.643
word2vec 0.725 0.547 0.557 0.632 0.681 0.409 0.401 0.626
Transformer 0.736 0.564 0.569 0.661 0.698 0.422 0.411 0.573

Jacoco Agent brf 0.625 0.619 0.688 0.731 0.601 0.487 0.503 0.580
word2vec 0.742 0.656 0.662 0.652 0.738 0.592 0.555 0.675
Transformer 0.718 0.628 0.631 0.626 0.692 0.455 0.451 0.461

While the feature- and word2vec-based model achieve similar recall scores as for the binary
classification, there is a considerable drop (0.661 to 0.573) in performance for the Transformer-
based model. Compared to the binary classification, we observe a less balanced prediction with
the precision score now being consistently lower for all models (binary: between 0.536 and 0.569,
multiclass: 0.373–0.464). This indicates that even though a similar recall performance can be
achieved by most models, the multiclass classification is nevertheless more challenging compared
to the binary one.

The large drop in recall for the Transformer-based model might support the hypothesis that the
nn-classifier can only extract the most important features from the large embedding vector (cf. Sec-
tion 4.1.4). For the more complex multiclass classification, it might now be even more difficult to
learn to extract the relevant features from the large CodeT5+ embedding compared to extracting
them from the smaller word2vec vector.
Summary RQ2: The feature-based model performs best for the multiclass classification task.
The feature- and word2vec-based models can achieve similar recall scores for the binary and the
multiclass classification. Nevertheless, this task is more challenging since the prediction precision
drops considerably for all models.

4.3 RQ3: Cross-Project Prediction
In research questions RQ1 and RQ2 we chose a model architecture each and found the best-
performing variant of it for the binary and multiclass tasks. Table 5 gives an overview over these
models and their performance. It shows that the Transformer-based model has very similar metrics
to the word2vec-based one for the binary task but still can outperform it across all evaluated
metrics. Its multiclass counterpart also performs best regarding the accuracy, F1, and precision
metrics. However, due to its low recall of 0.573 it is ultimately outperformed by both the word2vec
model (recall 0.626) and the feature-based one (0.643). By prioritising the recall we aim to reduce
the number of false-negative predictions, i.e. we want to avoid classifying actionable warnings as
unactionable. The higher accuracy values for the word2vec- and Transformer-based models in both
classification variants additionally indicate that these models tend to classify towards the majority
class, i.e. the actionable label.
To save computing resources in practice, or to apply models to projects too small to be used

for dedicated training, it may be interesting to pre-train the models on a larger project and then
apply it to others. For that, the model must not only perform well on the original dataset but also
be capable to generalise sufficiently. To evaluate this, Table 5 also shows the model performances
when applied to the Jacoco Agent dataset (see Section 3.1) that was not seen during training. For
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Fig. 3. Multiclass classifications for accepted warnings of the Teamscale and Jacoco datasets. Accepted but

unresolved warnings are more frequently misclassified as false-positive compared to accepted warnings that

have been resolved.

the binary classification case, now the feature-based model clearly outperforms the others with a
recall of 0.731 compared to 0.652 for the next-best model. In the multiclass task, the word2vec-based
model clearly performs best across all metrics with a recall of 0.675. The next-best model only
achieves a recall of 0.580.

While the feature- and the word2vec-based model variants show improved metrics on the Jacoco
Agent dataset, the Transformer does not. As outlined in Sections 3.3 and 4.1.3, the comparatively
small training dataset likely results in an underfitted model which can retain the most relevant
features of the original project to perform well on it, but cannot capture the nuances required to
generalise to new projects. On the other hand, the word2vec model performs best across many
metrics in the binary as well as the multiclass task. This generalisation ability may indicate that it
can sufficiently capture and abstract from relevant re-appearing code structures.

In case of the feature-based model, the binary model performs well on the unseen project whereas
the multiclass variant does not. The binary variant uses a diverse set of file- and commit-related
features that may be similar across projects (see Table 1 and Section 4.1.1) while the multiclass
variant instead focusses mostly on features calculated on historic data. Since the type and number
of generated warnings differs considerably between projects, the information captured based on
those historic features does not generalise to the new domain.

Especially at the beginning of new projects there is insufficient data available to train a dedicated
model. Our results show that in practice a feature-based model could be pre-trained on an existing
bigger project for the simpler binary classification task. Only when enough data could be collected
for the target project, a new specifically trained multiclass model should be used.
Summary RQ3: As expected, for the feature-based model the use of project-independent features
is important for generalisation. Most of our code-embedding-based models can generalise well to
the other project. The binary classifiers generalise better than the multiclass ones.

4.4 RQ4: Influence of Unresolved Warnings
As Table 5 shows, the feature-based multiclass Balanced Random Forest model performs best
considering the recall. However, as Fig. 3 highlights, it misclassifies more than 60% percent of
accepted warnings that have not yet been fixed (i.e. they are unresolved) as tolerated. While both
the Transformer- and word2vec-based models perform worse according to the recall, they both are
less likely to mark unresolved accepted warnings as tolerated, and the misclassification occurs only
in 37 % and 41% of the cases.
Figure 3 shows that the frequency with which unresolved warnings are misclassified is higher

compared to the one for already resolved ones across all models and both datasets. This highlights
a crucial challenge for the models due to the developer-labelled dataset: While the difference
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between warnings that have been fixed (accepted resolved) and ones that are false-positives may
have clear indicators, the difference between warnings where the developer has declared intent to
fix them in the future (accepted unresolved) and ones that so far remained unresolved due to being
tolerated, may be very nuanced. The high misclassification rate of the feature-based model shows
that the hand-crated feature-set cannot sufficiently capture these subtle differences. Using the
word2vec-based code modelling considerably decreases the frequency of misclassifications, and the
embeddings obtained from the pre-trained Transformers can decrease it further. This suggests that
the difference between accepted and tolerated warnings is often observable in the code surrounding
the warning rather than being inherent to the overall features of the code structure within the class
or file.
Previous evaluations mined public GitHub repositories to search for warning-resolving com-

mits [20, 16]. Since these datasets then do not contain ambiguous cases between accepted unresolved
and tolerated warnings, it might be easier for a model to learn to differentiate between the more
clearly separated actionable and unactionable groups. For example, Hegedus and Ferenc [16] ex-
plicitly mined commits that contained references to fixed warnings to collect actionable code
locations from the state of the code before the commit. They then separately collected unactionable
warnings from code locations that were marked by developers as to be ignored by the tool. Since
we re-implemented their model as part of our evaluations, we can compare the influence of the
dataset on the classification performance. The difference may of course also be influenced by
other factors like for example projects considered in the experiment and the applied static code
analysis tool (SonarQube vs. Teamscale), even though Teamscale includes many warnings reported
by SonarQube (cf. Section 2.1). As noted in Section 3.3, we trained our model also on their replication
package, but are not convinced our results for this experiment are representative. Therefore, we
consider the comparison on different datasets and expect that it can still serve as an indicator
for the differences caused by the additional challenges of the more nuanced labels. Hegedus and
Ferenc [16] report a recall of 0.778 (precision: 0.831, accuracy: 0.902, F1-score: 0.803) on their evalu-
ation of the word2vec-based model. Our model can only achieve a recall of 0.632 (precision: 0.557,
accuracy: 0.725, F1-score: 0.547). Across all metrics, the model trained on our dataset performs
considerably worse, thus highlighting the additional challenge of the nuanced accepted unresolved
and tolerated warning labels.
Summary RQ4:While our developer-labelled dataset allows for a fine-granular reflection of
developer-intention, this granularity and accompanying subtle difference between not yet vs.
intentionally not fixed warnings poses additional challenges for all machine learning models
evaluated in this paper. These challenges are not observable in heuristically determined labels.

4.5 RQ5: Misclassifications of Tolerated and False-positive Warnings
While the choice of recall as themain evaluationmetric intends tominimise the number of actionable
warnings being shown as unactionable, it should not result in the models frequently presenting
unactionable warnings as actionable either. This would result in the model no longer achieving the
main goal of reducing the number of irrelevant warnings a developer has to check.

As Fig. 4a shows, the feature-based model is the only one of the binary models that can predict
both types of unactionable warnings with an error rate of less than 5%. Both the word2vec- and
Transformer-basedmodel have an error-rate of 45 % for tolerated and 30 % for false-positivewarnings.
Also as the only model, the Balanced Random Forest (brf) can transfer this classification ability to
the other dataset. While this model can still identify non-actionable warnings nearly perfectly, the
other two models have an error-rate of 75 % for false-positives. The near perfect ability to predict
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Fig. 4. Classification of tolerated and false-positive warnings on the two datasets. The y-axis marks the actual

label; the x-axis represents the proportions of the predicted labels.

the minority class combined with the non-weighted recall metric results in the feature-based model
achieving the best recall score on the Jacoco dataset (cf. Section 4.3 and Table 5).
As demonstrated in our preliminary experiment in Section 3.3, the binary Transformer-based

model fails to generalise to a different dataset using a different static code analysis tool. The metrics
outlined here also suggest that the code embedding vector alone is not enough to support such a
generalisation. However, the performance of the brf on the unseen Jacoco dataset suggests that
these features could help to overcome this limitation by creating a model that combines the code
embedding vector and hand-crafted features in its input.
The pattern observable in the binary classification task repeats in the multiclass case (Fig. 4b).

The brf again shows the best performance and also achieves the best overall recall score on the
Teamscale dataset. In this instance it fails to apply the learned information to the false-positive
warnings of the Jacoco dataset and misclassifies more than half of them. Both the word2vec and
Transformer models can predict the false-positives even less frequently, but for both of them this is
also the case for the binary variant.
The types of misclassifications of the tolerated warnings again highlight the challenge of the

nuanced distinction between accepted unresolved and tolerated as discussed in Section 4.4. For
all models, a tolerated warning is more likely to be misclassified as actionable than false-positive.
The word2vec-based model falsely predicts 38 % of the tolerated warnings to be actionable, for the
Transformer this ratio is even higher with 44 %. The models only rarely (for less than 9% of the
cases) wrongfully assign the false-positive label.

Summary RQ5: Only the feature-based model can clearly detect tolerated warnings. Both em-
bedding models frequently misclassify this warning type as accepted. All models can detect
false-positives more reliably and are less likely to present them as actionable.



Multiclass Classification and Prioritisation of Static Analysis Warnings Using Developer-Labelled Industrial Data 21

Table 6. Warning prioritisation proposed by the models compared to the intended priority measured as

Kendall-𝜏 for the best-performing binary (𝜏𝑏 ) and multiclass (𝜏𝑚) models. Differences between binary and

multiclass rankings (𝜏𝑏𝑚) and its significance level 𝑝𝑏𝑚 are also measured using Kendall-𝜏 .

Teamscale Jacoco Agent
Model 𝜏𝑏 𝜏𝑚 𝜏𝑏𝑚 𝑝𝑏𝑚 𝜏𝑏 𝜏𝑚 𝜏𝑏𝑚 𝑝𝑏𝑚

brf 0.179 0.129 0.017 0.25 0.393 0.254 0.213 8 × 10−13
word2vec 0.158 0.168 0.058 9 × 10−5 0.380 0.383 0.215 6 × 10−13
Transformer 0.187 0.196 0.058 0.000 1 0.204 0.338 0.060 0.04

4.6 RQ6: Alignment of Warning Prioritisation with Developer Intention
While classification models give rough guidance on which warnings should be prioritised, they do
not clarify which warnings within the categories are more important than others. We therefore
evaluate whether our models can also be directly used as ranking models.
With the feature-based Balanced Random Forest (brf) performing slightly better when trained

for multiclass classification according to the recall metric, the ranking produced by this model
variant could be expected to be better than the binary one. However, as Table 6 shows, the ranking
of the binary model is slightly better (𝜏𝑏 = 0.179, 𝑝 = 3 × 10−33) than the one of the multiclass
model (𝜏𝑚 = 0.129, 𝑝 = 5× 10−18). The statistically insignificant difference (𝑝𝑏𝑚 = 0.25) between the
two rankings reflects the closeness of the recall scores between the two model variants. For both the
word2vec- and Transformer-based models, the pattern is reversed. The binary model variants have
higher recall scores, but the ranking of the multiclass models is better. In both cases the difference
is small with 𝜏𝑏𝑚 = 0.058 but is statistically significant in both cases (𝑝 = 9 × 10−5 for word2vec,
𝑝 = 1 × 10−4 for the Transformer).

Interestingly, even though the feature-basedmodels were the only ones to which the warning time
to live (ttl) sorting criterion was in principle available as a feature during training, the Balanced
Random Forest does not perform best overall. Instead, the multiclass Transformer-based model
achieves the best 𝜏 coefficient of 𝜏𝑚 = 0.196. Since more important features were retained during
the feature elimination step (see Section 3.2.1), explicitly retaining the ttl feature would therefore
worsen the classification performance, but could on the other hand improve the model performance
when ranking the warnings afterwards. However, this feature might have automatically been
excluded due to it reflecting noisy data. Some warnings may be fixed within a day, while others
remain unresolved for multiple years. This suggests that the ttl could still be integrated into a
feature-based model by discretising the time range (e.g. the warning remained unresolved for one
day/week/month/year). Additionally, the ttl may not directly relate to the warning’s importance.
Some important warnings may be missed and remain unresolved while others may be resolved
accidentally by moving code to another file. Training a regression model directly on the ttl to
rank the warnings is unlikely to be successful due to the high amount of noise.
For the rarely occurring classes of tolerated and false-positive warnings, only the multiclassi-

fication training of the model allows it to discern between these two cases. In cases where the
multiclass model misclassifies a false-positive label into the tolerated group, it is still more likely to
end up closer to the intended ranking since the primary ranking decision is made based on the
labels while the confidence value only decides on the ranking within the relatively small group of
tolerated warnings. The imbalance of only few tolerated and false-positive warnings explains why
this effect is not more pronounced and thus cannot improve the overall ranking much over the one
generated by the binary model.
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The 𝜏 rank correlation coefficients below 0.2 for all variants on the Teamscale dataset suggest
that overall the rankings proposed by the models are not close to the ground-truth. To estimate
whether this is only due to the number of datapoints that need to be ranked, or if the model indeed
cannot successfully rank the warnings, we apply it to the smaller Jacoco dataset containing only
504 items. The higher ranking coefficients ranging between 0.338 and 0.393 show that the ranking
metric considerably improves for the smaller dataset, even though the models were not trained
to rank its warnings. This indicates the models have learned to predict a useful ranking and can
generalise the trained information to another project.
The same pattern as for the Teamscale dataset emerges for the Jacoco dataset: For the feature-

based model, the binary variant performs better, while for the other two models the multiclass
variants yield the best results. In this case the differences between all pairs of binary and multiclass
rankings are statistically significant. Nevertheless, since the 𝜏 correlation coefficients below 0.4 for
this dataset are still far away from a perfect ranking, this highlights that future improvements to
optimise the ranking should be made.
Summary RQ6: The rankings produced by the multiclass model variants are closer to the
intended ranking compared to the ones produced by the binary classification models in most
cases. Nevertheless, further improvements are necessary to ensure the proposed ranking matches
the developer intention more closely.

5 Related Work
To the best of our knowledge, this is the first study that does not model the problem of machine-
learning-based static code analysis warning classification as a binary task. We use a more fine
granular multiclass classification into accepted, tolerated, and false-positive warnings. Combined
with the developer-labelled dataset, this highlights additional challenges for the classification (Sec-
tion 4.4) which could be avoided previously by using clearer automatically mined labels (cf. Sec-
tion 2.3). Additionally, this is the first study applying this classification to warnings generated by
the Teamscale [18] analysis tool.
Following previous research [38, 20, 32], we evaluate in RQ1 whether feature-based models

usually applied to the binary classification problem can also be used for the multiclass one. Our
experiment highlights that such models can successfully be adapted to new challenges posed by
the dataset and also different types of warnings as generated by a different static code analysis tool.
Continuing to follow prior work, we extend the word2vec-based approach by Hegedus and

Ferenc [16] to the multiclass classification as part of RQ2. Similarly, Lee et al. [25] also used
word2vec to generate the token-embeddings, but used a convolutional neural network in the
classification step. As a simpler alternative to word2vec as the language model, also long short-
term memory (lstm)-based approaches have been proposed [29]. To adapt the word2vec-based
model [16] to recent developments in language modelling, we additionally show that a more
powerful Transformer-based language model could potentially be a more accurate classifier, but
only when given a sufficiently large training dataset (RQ2). To further shift the focus towards
language-modelling, Kharkar et al. [23] fine-tuned Transformer-based language models to tackle
this problem. Since the dataset size already posed potentially problematic for the smaller model
in our experiment (RQ2), we did not evaluate a similar approach but instead consider it to be a
promising future combination with our work if a sufficiently large developer-labelled dataset is
available. However, their experiments focussed on classifying a single warning type. This matches
other experiments also either using a small set of warning types [25], or using similar models
to classify potential security vulnerabilities instead [29]. We train our model to classify all 173
warning types appearing in our dataset.
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6 Conclusions
Developers can benefit from tool support in the form of static analysis warnings. These tools tend
to create many false-positive warnings hampering the resolution of actually important ones. While
prior results are already promising, they tend to apply only a rough classification of warnings into
actionable and unactionable ones. Since these labels are heuristically determined from unlabelled
open-source data, an open question remains whether more fine-granular developer-labelled data
can improve the classification. To answer this question, we gathered a multiclass dataset based on
the meticulous developer labelling applied at CQSE, and adapted previously proposed models to
this new domain.

While our experiments show no conclusive improvement for the multiclass warning classification
task over the binary case, they reveal several limitations adherent to the machine-learning based
warning classification. It is not enough to evaluate the models only to standardised metrics, but a
deeper inspection of the results is necessary to understand which scenarios are challenging for the
models. Our use of developer-labelled data shows that the assumption of clearly separated labels
is not true in practice, but that there exists a nuanced difference between relevant warnings that
should be fixed later and irrelevant ones that remain unresolved. This highlights the importance of
gathering large manually labelled datasets and of future research on the development of labelling
heuristics that can reflect the developer intention to then align the prediction models to real-world
practices.
A further challenge in practice is the large number of valid warnings generated by the static

analysis tools. Therefore, they not only need to be classified, but also prioritised within the actionable
category. Our evaluations on this task highlight a difference inmodel performance when considering
the basic classification metrics versus their performance in the real-world inspired application. Even
though multiclass models did not conclusively outperform binary ones in the previous experiments,
when applying our models to the prioritisation task we observed contrasting results highlighting
the requirement of performing a more in-depth analysis of the model performance. We observed a
statistically significant improvement of the warning ranking as generated by the multiclass models
compared to the rankings generated by the binary model variants.
In this paper, we only consider the warnings generated for the default branch of the projects.

However, in practice, many warnings are already fixed by developers within the feature branches or
merge requests before the changes are merged into the default branch. Our experiments therefore
aim to predict which long-standing warnings of the project should be prioritised to increase long-
term code quality, whereas future research could focus on the fast feedback cycle before the merge.
Due to the different requirements, we expect that especially for the feature-based models a different
set of relevant features will emerge. Since there are also manymore commits and therefore warnings
within feature branches compared to the default one, our newly proposed Transformer-based model
that was hampered by the lack of enough training data could potentially work to its full potential
in this scenario. This distinction between short-lived and long-term warnings is not only important
when using developer-labelled data, but also should be taken into account when mining open-
source repositories to ensure that models are trained on homogeneous data reflecting the intended
use-case.

Data Availability
We provide the implementations of the models, their training and evaluation scripts, the raw
evaluation results, and the scripts used to generate the data and plots shown in this paper at
https://figshare.com/s/2d35074bc8e49fcfab3b.

https://figshare.com/s/2d35074bc8e49fcfab3b
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